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* 3 Goals of information security:

- Maintain information confidentiality

* Making sure only approved users have
access to data

- Maintain information
integrity
* Data Integrity: assurance that information

has not been tampered with or corrupted
between the source and the end user

* Source Integrity: assurance that the sender
of the information is who it is supposed to be

- Maintain information availability

* Ensuring data is accessible by approved users
when needed

Source:
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http://www.techrepublic.com/blog/it-security/the-cia-triad/

File Permissions

* Important tool for ensuring data integrity and
confidentiality

* More customizable than the blanket set of
permissions given to users by adding them to
either the Users or Administrators group

e Use to restrict access or editing rights to specific
data on shared resources

e Can be customized by individual user or by user
group
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Types of File Permissions

Full Control
- Administrator level access

- Users can make every possible change to a selected file or the
contents of a selected folder

* Modify
- Allows users to change a file’s content, but not its ownership
- Users cannot delete the file

* Read & Execute
- Allows users to open and run programs

e List Folder Contents
- Allows users to view the names of files stored in the selected folder
* Write

- Allows users to make changes to a file and overwrite existing
content

e Read
- Allows users to view the attributes of a file or folder, but not edit it
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Parent and Child Objects

* Use inheritable permissions to apply the same security settings
to all of the files (child objects) in a folder (parent object)

i Mame Date modified
M Computer 5 _ o R .
. ~ ) |=| Credit Card Info Child 6/26/2014 2:37 PM
Parent object —>L7, Local Disk (C:) . . .
. . ] ! |=| Customer Order Info ObJECtS 6/26/2014 2:42 PM
Child objects . Finance «=—=Parent object .
. Annual Financial Reports Child
. Client Account Infermation ObJeCts
. Employee Expense Reports
. Human Resources Parent object

. Blank Employee Forms
. Building Emergency Procedu
. Employee Incident Reports
1T
. Checklists and Tutorials
J Legal

-

. Copyright and Patent Docs
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Inheritable Permissions

* By default, objects within a folder, known as child objects,
inherit permission settings from their containing folder, known
as the parent object

* You can turn off inheritable permissions and customize who
gets what kind of access to certain folders, subfolders, or
documents

 Depending on how many users need access to a sensitive file or
folder and how many of the files in a folder need to be
restricted, there are several ways to apply permissions

- E.g. If you want certain users or groups to be denied access to all but a few
files within a folder, it is quickest to apply a restrictive permission setting to
the parent object (folder). Once you have denied those users’ access to all of
the files in the folder, you can go to the individual files you do want them to
have access to and override the permissions those files inherited from the

parent folder.
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Customizing Permissions

* To apply the same permissions to all of the contents of a folder, Right-click the folder - Select
Properties = Click the Security tab

* Edit the permissions of an entire group by highlighting it and checking the appropriate boxes

* Edit the permissions of a specific user (or subgroups you have created) by using the “Add...”
button to add him/her to the Group or Usernames box and then checking the appropriate boxes

Select this object type:

. Users, Groups. or Builtin securty principals
i Secu i i i " .
1 | General I Sharing | rity | Previous Versions | Customize 2 Security 3 —
: Object name:  C:\Finance ' ) WIN-DKRTE4763EV
: o Object name:  C:\Finance
Enter the object names to select (zamples):
Group or user names Group or user names: Hedwial Check Names
I Authenticated Users ] )
22 SYSTEM 82, Autherticated Users
sk a:
3, Administrators (WIN-DKRTE4763EV\Adriristrators) ;, SYSTEM o Advanced._ oK Cancel
82, Users (WIN-DKRT84763EV\Users) g b2, Administrators (WIN-DKRTE4763EV\ Administrators)
Fd Users (WIN-DKRTE4763EV\ Users) F—p ‘
To change pemissions, click Edit. 4 sourty
Pemissions for Authenticated " ° Object name:  C:\Finance
Users Allow Deny
[ Add... ] [ Remove ]/ Group or user names:
Full control S =
- 52, Autherticated Users
Modify | Permissions for Users Allowy Deny B2, 5YSTEM
Bead & execute E Full cortrol a B { N b ¥ Hedwig (WIN-DKRTE4763EV\ Hedwig)
List folder contents Vot B & 82, Administrators (WIN-DKRT64763EV\Administrators)
Read B oty = 82, Users (WIN-DKRTE4763EV\Users)
Wit - Read & execute [l
Write B
List folder contents
For special pemmissions or advanced settings,
byl Advanced Read g .
le L o Pemissions for Hedwig Allow Deny
am about access control and permissions Leam about access cortrol and pemissions = g
Full control it
. Aonhy Modify =
0K Cancel Apply QK Cancel Apply |
] [ nc: ] ¥ ] [ ] Read & exscute 0o |°
List folder cortents B
Read ]
Leam about access control and pemissions

© Air Force Association 7




Customizing Permissions

 Toremove permissions inherited from a parent and create custom settings, Click the
“Advanced” button from the Security tab - Click Change Permissions - Uncheck the
“Include inheritable permissions...” box

*  Customize permissions for individual users and/or groups using the “Add...” button.

To extend your new settings to all of the child object or to extend permissions to the
child objects in a folder, check the “Replace all child objects....” button

1 | General I Sharing | Security | Previous Versions | Customize

Permissions
Object name:  C:\Finance

Group or user names:

To view or edit details for a permission entry, select the entry and then dick Edit.
Pl fuinerticated Uses ]
42 SYSTEM
Q?_Admlnlstmmrs (WIN-DKRT64763EV  Administrators)
!-‘:3‘ Users (WIN-DKRTE4763EVUsers)

Object name: C:\Finance

Permission entries:

Type MName Permission Inherited From Apply To

To change pemmissions, click Edit.

Permissions for Authenticated .
sers Alow Deny Allow SYSTEM Full control [ This folder, subfolders a...
Full cortrol - Allow Users (WIN-DKRT&4763... Read & execute (o} This folder, subfolders a...
Modify Allow Authenticated Users Modify C:\ This folder, subfolders a...
Read & execute =
List folder contents
Read N 2

Write

For special permissions or advanced settings, _ Add... Edit... Remove
click Advanced. (_fdvancec | [ ] [ ]
Leam about socess control snd pemissions 2 [|:| Indude inheritable permissions from this object's parent ]

3 [ Replace all child ebject permissions with inheritable permissions from this object
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MS Office File Encryption

* Another method of protecting information confidentiality and integrity

* Much quicker than setting file permissions and can be used to control
access to documents shared with people outside your network

 Open a Microsoft Word document - Click the Window button -
Prepare - Encrypt Document

j . Prepare the document for distribution I # Find -
= P = 5| (A B R

s Properties [‘— & =2 AaBbCcDe AaBbCcDe AaBbCi AaBbCc Ad]j AaBhCe. AaBbCcD: AaBbCeDi ‘% b Replac

] 1921 view ana eatt document propeties sucn E | &a~ Z5-| TNomal  THoSpaci. Headingl Heading2 Title Sublitle  Subtle Em... Emphasis - Change
\a Open as Title, Author, and Keywords, — Styles I Select =
- Inspect Document L Paragraph i Styles || Editing
H Save LT Check the document for hidden metadata R R R N A R A B AR s A 63
- or persana I information, [ . ' : . i . I : . i
= =] Encrypt Document
H Save As __ﬂ; Increase the ty of the document by
dd g r!rnl

@ Print N % Restrict Permission
- & Grant people access while restricting their

- ability to edit, copy, and print.

?{f Prepare b AR Add a Digital Signature

I Ensure the integrity of the document by

o adding an invisible digital signature. se: 50
m Send  »
@ Markas Final
Let readers know the document is final and itoriginally happened; when it happened, who was involved; witnesses; whatrule, policy,
1L publisn > Bakeli = oniS ctclause is involved.
@ ﬁunCompatlbmtyChecker
“ Chec o felures ot supporteg by arer | | o . .
& Qose 2/74 and 5/6/14, lso was found asleep in his cubicle: He missed
Wf important meetings as a result This is the third report of this

nature
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/-Zip Zipped File Encryption

*  Encrypt multiple files and files of different types (.doc, .mp4, etc.) at once by zipping (compressing)
them in 7-Zip or another zipping program

* Toinstall 7-zip, go to:

*  Zipping also condenses the size of files, making them easier to transfer across the Internet or fit on a
USB drive

*  Open your Documents—> Select Files - Right-Click - 7-Zip - Add to Archive - Use the Encryption
section to add a password to the .zip file

2 Archive:
.

Annual Financial Reports.zip - E]
Archive format: zp - Update mode:
1 A Favorites Name Date modified Type Size . [Add and replace files v]

Bl Desktop 5 2-1-13 Report 6/26/2014 4:20 PM Rich Text Docume... 202,285 KB Options

& Downloads | 2-22-13 Report 6/26/2014 4:21 PM Rich Text Docume... 202,285 KB 5

. = — - - - Compression method Deflate - Create SFX archive

1=l Recent Places 5 3-12-14 Report 6/26/2014 4:25 PM Rich Text Docume... 202,285 KB

& Local Disk (C) Open / Dictionary size: 92 KB = || Comprese shared files

Print

3 Libraries 7-2i , [Audmar:mvam ] -
= P Word size: 32 - oo

"5 Documents
= — R Compress and emall

ol Music Add to "Employee Incident Reparts.7z" Solid Block size: Enter password

[ Pictures & Compress to "Employee Incident Reports.7z" and email

[ videos Copy Add to "Employes Incident Reports.zip” Number of CPU threads: /1

Reenter password
Create shorteut Compress to "Employee Incident Reports.zip” and email

*& Homegroup Delete Memory usage for Compressing: 3ME

. Rename Memory usage for Decompressing: 2MB [ Show Password
% Computer

i’, Local Disk (C:) Properties Spit to volumes, bytes: Encryption method: ZipCrypto -
€ Network v

Parameters
oK | [ Camed | [ Hep
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Windows Backup Options

* Ensure data remain available to users during and after a natural disaster, power outage,
hardware failure or hacking attack

* If your system is breached and files lose their integrity, backups can be restored to allow
users to work with the latest untampered versions of files

* Windows allows you to create three types of backups:
- System Repair Disc:

* Contains only the system files needed to install/restore Windows to a computer without a
functioning OS

* Can be followed with a system image to restore everything else
- System image:
* Contains files and programs on your system and Windows system files and settings
* When you boot a computer with a functioning OS from a system image, the entire system will
be automatically restored
- “Full” Backup

* Saves the program files, folders, and documents you have selected to back up, so they can be
later restored to a machine with a functioning OS

* Much smaller file size than system repair discs, so can be run more frequently

Sources:
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http://windows.microsoft.com/en-us/windows7/what-is-a-system-image
http://windows.microsoft.com/en-us/windows7/create-a-system-repair-disc
http://windows.microsoft.com/en-us/windows/back-up-files#1TC=windows-7

Creating Backups

e Control Panel = System and Security = Backup your computer

* Use the buttons on the left to launch the setup wizards for system images
and system repair disc

* Use the change settings button to set-up regular, automatic “full backups”

1. Adjust your computer's settings

il  System and Security
3 Review your computer's status

Network and Internet
View network status and tasks
Choose homegroup and sharing
options

’ Hardware and Sound
View devices and printers
Add a device

&

{.

Programs

i |
v

Uninstall a program

82,
“
9

View by: Category ~

User Accounts and Family
Safety
) Add or remove user accounts

'?g' Set up parental controls for any
user

Appearance and
Personalization
Change the theme

Change desktop background
Adjust screen resolution

Clock, Language, and
Region

Change keyboards or other input
methods

Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

Sources:

© Air Force Association

2.

Control Panel Home

'&' Turn off schedule

[y Create a system image

8 Create a system repair disc

'5' Create a new, full backup

See also
Action Center

'5' Windows Easy Transfer

Back up or restore your files

Back up your files

The last backup was cancelled.

Backup
Location: D '&'Backup now
2 NECVMWar VMware
B IDE CDR10
Mext backup: 6/29/2014 7:00 PM
Last backup: Mever
Contents: Files in libraries and
personal folders for all
users
Schedule: Every Sunday at 7:00
PM
@) Change settings
Restore

12
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Event Viewer

* Security tool that allows you to view records of changes and other events that have
happened on a computer

* Used by cybersecurity professionals to monitor system changes and the inner workings
and less visible processes run by a computer

* Control Panel & System and Security - Administrative Tools - Event Viewer

Source:
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http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/sag_seconceptsimpaudbp.mspx?mfr=true

Lv) Windows Logs

e Security logs can be a useful last defense against attacks and a tool for
forensics investigations into the source of a past attack or unauthorized entry

e Customize what security logs are kept by setting Audit Policies

«=|E HE

@ Event Viewer (Local)
: ?.F Custom Views

4 |.f__ Windows Logs

g__| Applicatione=— Events logged by programs

is| Security < Any successful or unsuccessful logon attempts
= Setup < Events that occurred during installation

fs| System < Events logged by system components

§—| Forwarded Events <€
. Iy Applications and Services Lo

Events forwarded from other computers

-"_‘| Subscriptions

Source:
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http://technet.microsoft.com/en-us/library/hh824819.aspx

Audit Policy Settings

e Control Panel ->System and Security - Administrative Tools - Local Security Policy
— Local Policies - Audit Policy

- Success: generates an event when the requested action succeeds
- Failure: generates an event when the requested action fails
- No Auditing: does not generate an event for the action

* Right click the Security Setting column = Properties - Success, Failure

j' Audit process tracking
1. Policy Security Setting =L
15 Audit account logon events Success, Failure
1) Audit account management Success, Failure Audi these attempis:
15i] Audit directory service access Success, Failure [ Success /
15i] Audit logon events Success, Failure
1) Audit object access Success, Failure
= Audit pD“C}f ChEﬂgE SLICCESS, Failure i This setting might not be enforced f other policy is corfigured ta
1) Audit privilege use Success, Failure / - ?Zfﬂﬂ;ﬁ?ﬁﬁaﬂ?i';“iﬁé’f lgicn;'cess tracking. (3921468)
]| Audit process tracking Mo auditing
15| Audit systermn events Success, Failu
Help
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Audit Policy Settings

* Must be set and enabled for logs to be available in the Event Viewer

- Account logon events: Attempts to log into system accounts

- Account management: Account creation or deletion, password changes, user group
changes

- Directory service access: Changes to shared resources on a network
- Logon events: Attempts to log into a specific shared computer
- Object access: Access to sensitive, restricted files

- Policy change: Attempts to change local security policies, user rights, and auditing
policies

- Privilege use: Attempts to execute restricted system changes

- Process tracking: Attempts to modify program files, which have rewritten or disrupted
program processes (*key to detecting virus outbreaks)

- System events: Computer shutdowns or restarts

*Recommended for Windows 7 users and Windows Server 2008 users
*Recommended only for Windows Server 2008 users

Sources:
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e Allows you to track the use and performance of
hardware and software resources on a system

* Allows you to view real-time and historical data
- Stop problems as they’re happening
- Predict future problems

- Conduct forensics to close vulnerabilities and
stop intrusions of the same type from happening
again

* Allows you to decide if hardware or software
needs updating

* Allows you to determine if unknown programs
and/or malware are running

e Allows you to monitor and restrict user access

© Air Force Association 19



Task Manager

* Shows programs, services, and processes currently running
* Shows network activity and resource utilization

e Right Click on the Menu Bar - Task Manager or press Ctrl + Alt + Del and Select
“Start Task Manager”

\I File Options View Windows Help
Applications |Pr0cesses I Services UPErformance Networking I Users |
Task ° Status
@AII Control Panel Items Running
e et i = Applications: programs you interact with on
Windows Media Player Running the desktop
= Processes: Files (.exe) that control applications
= Services: processes that do not interact with
the desktop (e.g. hardware drivers)
EndTask || switchTo || NewTask...
Processes: 42 CPU Usage: 19% Physical Memory: 39%

Source:

© Air Force Association 20


http://superuser.com/questions/209654/whats-the-difference-between-an-application-process-and-services

Task Manager — Applications Tab

e Three tasks:

1.

2.

Close programs that are
not responding

Check if an unnecessary
piece of software is
running

Find the process that is
associated with certain
software, so you do not
shut it down when
looking for illegitimate
services

© Air Force Association

File Options View Windows Help

Applications |Processes | Services | Performance I Metworking I Isers |

| Task Status

[55 all Control Panel Trems 2 Running

3 Documents ° Running

& Windows Internet Explorer Not Responding
\“.n'inu:lu:u':\'s Media Player Running

Switch To

Bring To Front
Minimize
Maximize
Cascade

Tile Horizontally

Tile Vertically

End Task
Create Dump File /
l Go Te Process I

[ EndTesk || switchTo || MewTask.. |

Processes: 43 CPU Usage: 1% Physical Memony: 40%
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Task Manager — Processes Tab

* Some processes are essential for Windows and should not be shut down

 Some malware are not visible as applications and can only be ended by shutting down
associated services

* Lookup processes to determine whether they are legitimate:

File Options View Help
Applications | Processes |Services IPerformance Metworking IUsers |
. Open File Location (Right-click)
Image Name User Name CPU  Memory (... Description
taskmagr.exe user v} 1,620 K Windows Task Mang e
iexplore. exe user oo 944K Internet Explorer End Process Tree
iexplore.exe user [ulv} 1,308 K Internet Explorer Debug
SevereWeatherAlerts,exe user 0o 2,568 K  SevereWeatherAler| o o
wmtoolsd.exe user 02 13,372K  VMware Tools Core UAC Virtualization
HomeWebServer.exe user 0o 750K HomeWebServer Create Dump File
CI k h taskhost.exe user [uli} 1,212 K Host Process for Wi
Ick this to see process explorer.exe user U] 16,976 K Windows Explorer Set Priority 4
run by the SYSTEM or dwm.exe user oo 724K Desktop Window M3 Set Affinity...
. winlogon.exe [uli} 596 K
other active users csrss.exe 02 3,560 K Properties
\ Go to Service(s)
e Use either of these
I '&'Show processes from all users J Sh Utd own CraShed or
malicious processes
Processes: 45 CPU Usage: 15% Physical Memery: 35%
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Task Manager — Services Tab

e List of processes running in the background

* Click the “Services” button to manage services in advanced

window

File Options View Help

| Applications I Processes | Services | Performance I Metworking | Uzers |
Mame : FID Description Status Group i
AdobeARM,., 1584 Adobe Acr...  Runn... NJA E
AdobeFlash.. . Adobe Flas... Stop... N/A
AelookupSvc 324 Application...  Runn... netsves
ALG Application...  Stop...  NfA
AppIDSvc Application...  Stop...  LocalServic...
Appinfo 324  Application... Runn... netsvcs
Apple Mobil... 1612  Apple Mobil... Runn... MN/A
AppMamt Application...  Stop...  netsvcs
aspnet_state ASP.MET S... Stop...  N/A
AudicEndpo... 938 Windows A... Runn... LocalSyste...
AudioSrv 956 Windows A... Runn... LocalServic...
AxInstsV ActiveX Ins... Stop...  AxInstSVG...
BDESVC BitLacker D,.. Stop... netsvcs
BFE 1472 Base Filteri...  Runn... LocalServic... ’
BITS 324 Backgroun...  Runn... netsvcs -
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Monitoring Services

e Services are programs that run invisibly and automatically in the background

- E.g. Windows Defender and Windows Firewall

Startup Type (how services start when the
computer is booted up):
- Automatic: Starts when computer is booted up

Status:
- Started: Currently running
- Blank: Not running

- Manual: Starts when prompted to by user
- Disabled: Cannot be re-enabled automatically
or manually by regular users (only Admins)

/

File Action View Help

& = |[F]

o=|H= »p pE0n W

/

5 Services (Local) “ Senvices (Local)

Select an item to view its description. | Name . Description Status ] [ Startup Type ] Log On As
Gy ActiveX Installer (Axdn... Provides User Ac... Manual Local System
L Adaptive Brightness Meonitors ambien... Manual Local Service
i Application Experience  Processes applica... Manual Local System
Lo Application Identity Determines and v... Manual Local Service
o Application Informati.,  Facilitates the run... Started Manual Lecal Systemn
S Application Layer Gat... Provides support ... Manual Local Service
o Application Manage...  Processes installa... Manual Lecal System
L Background Intelligen... Transfers files in t... Manual Local Systemn
%, Base Filtering Engine The Base Filtering... Started Automatic Local Service
% BitLocker Drive Encry...  BDESVC hosts the.. Manual Lecal System

;

© Air Force Association
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Disabling Services

* Two reasons to disable services:
1. Unnecessary
* E.g. Spotify or other programs that decrease student/worker efficiency
2. Insecure

* E.g. Remote Desktop Services or others than allow people to access your file systems from
outside the organization’s networks

* To disable a service or otherwise change its startup type, right-click it and select “Properties”

fe 2 General ‘Lo i
1 g On I Recovery I Dependencies
N REN 7 o L T )

: 5 Service name: Tem Service
. Services (Local)

Remote Desktop Services Mame - Description Status Startup Type LogOnAs = Display riame: Remate Desktop Services
X &4 Quality Windows ... Quality Win... Manual Local Service Description: Wlows users to connect interactively to a remote -
Start the service “} Remote Access A Creates @ co.. Manual Local Syste... computer. Remote Desktop and Remote Desktop
G Remote Access C...  Manages di... Manual Local Syste...

Description: % Remote Desktop ...  Remote Des... Manual Local Syste... Peth to executable

Allows users to connect interactively 4 TSR ——— Manual Metwork 5... C:\Windows"System 32\svchost.exe 4 NetworkService

to a remote computer. Remote

Desktop and Remote Desktop Session <% Remote Desktop S... Allows the ... Start Fr Startup type [Disab\ed 71
Host Server depend on this service. ‘% Remote Procedur... TheRPCSS.. Started

Stop Automatic (Delayed Start)
To prevent remote use of this i Remote Procedur... In Windows... Help me corfigurs : Automatic
computer, clear the checkboxes on “ Remote Regist: Enables rem... Pause ce Manual
i Rermoteto f the ystem RemeteRegiary o . S
properties control panel item, % Routing and Rem... ers routi.. = e ervice status: 3

4 RPC Endpeoint Ma... ResolvesRP... Started Restart =
G Secondary Logon  Enables star... E.. =ity

& Secure Socket Tun... Provides su... Hies= ¥ fee|” ‘You can specify the start parameters that apply when you start the service
(., Security Accounts... The startup ... Started E. from here.
£ Security Center The WSCSV...  Started Refresh ce
7 . L Start parameters:
+; Server Supports fil...  Started Properties E..
C: Shell Hardware De... Provides no...  Started E...
& Smart Card Manages ac... Help ce
rmart Card Remo..  Allowsthe T BT OK ] [ [ ] [ Aoply ]
Source:
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http://www.techrepublic.com/blog/10-things/10-plus-windows-7-services-you-may-not-need/

Task Manager: Performance Tab

* Monitors current and past resource use
* Shows CPU usage by core
-If your computer has multiple cores, you will see multiple CPU graphs

-The more cores your computer has, the higher its processing power

Show the current
usage of your CPU
and memory out of
the total available on
your computetr.

Source:

© Air Force Association
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File Options View Help

|Apphcaﬁons I Processes I Servicesl Performance |Networkjng IUsers |

(CPU Usage \ CPU Usage History

Shows CPU usage over
time. A high percentage
—~ indicates a program or
process might not be
responding. Ending that
process or program should
improve performance.

Memary Physical Memory Usage History

é _

Physical Memary (MB) System

Total 1023 Handles 13563

Cached 596 Threads 551

Available 593 Processes +

Free 29 Up Time 0:02: 14:00
Commit (MB) 522 [ 2047

Kernel Memory (MB)

Paged a7

Monpaged 24 [ Resource Monitar... l

Processes: 44 CPU Usage: 1% Physical Memory: 41%

26


http://windows.microsoft.com/en-us/windows/see-details-computers-performance-task-manager#1TC=windows-7

Task Manager: Performance Tab (cont.)

Provides details on how RAM

is being used. Cached RAM is
used by system resources,
available RAM is the amount
immediately available for use
by processes, drivers, or the
0S, and free RAM is unused
or does not contain useful
information

N

File Options View

Help

| Applications | Processes | Services | Performance | Networking I |Jsers |

CPU Usage

Memary

CPU Usage History

Physical Memary Usage History

N Physical Memory (MB) System
Total 1023 Handles 13563
. . Cached 596 Threads 551
Lists how much memory IS Available 553 Processes 44
. Free 29 Up Time 0:02:14:00
belng used by the OSas a | < Commit (MB) 622/ 2047
Ke M B
whole. If these numbers are P e e 8
very high, Windows might be Norpaged 2 ) Rl
corrupt or there is a piece of
Processes: 44 CPU Usage: 1% Physical Memary: 41%

malware that is hampering its

ability to run effectively.
Source:

© Air Force Association

Displays the amount
of RAM being used
over time. Extremely
high values could
indicate hidden
malware is operating
on your system.
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Task Manager: Networking Tab

* Network connectivity problems can arise from a broken router, switch, or
cable, or from the computer itself

- The Networking tab will allow you to check whether the computer is the origin of

the problem
_ File Options View Help Shows network performance
LIStS the names Of your |Applicaﬁons I Processes IServices IPerf‘ormance Networking |Users | over t|me. If utl|lzatI0n |S Very
ConneCtlonS and te“S (Local Area Connection \

high one or more programs on
your may be eating up all of
your available bandwidth. Or, if
you are not currently using any
programs connected to the
Internet, a high number could
indicate you have malware on

you the percentage of
your overall network

that each connection is
utilizing, the speed of
the link, and whether

or not that link is fully

connected. ¥ your computer or that an
i intruder is accessing your
Adapter Name Metwork Utiliza...  Link Sp... State computer remotely,
Local Area Con... 0.26 % 1Gbps Connected
\
Processes: 46 CPU Usage: 100% Physical Memory: 57%
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© Air Force Association 28


http://www.bleepingcomputer.com/tutorials/how-to-use-the-windows-task-manager/#networking

Task Manager: Users Tab

* Shows you all of the users
currently logged on to the
system

* Allows you to “disconnect”
users

- Terminate the user’s connection

without shutting down the
programs they were running

* Allows you to “logoff” users

- Log the user off the computer
completely and terminate any
running programs

Source:

© Air Force Association

File Options View Help

| Applications | Processes | Services | Performance I MNetworking | Users |

=
User D Status ClientMame  Session
A ser 1 Active Consale
’[ Disconnect ] ’[ Logoff ] Send Message...
Processes: 39 CPU Usage: 4% Physical Memory: 35%
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